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1.) Overview

This document is provided as a user guide for the Docker Community Edition product
offering on the AWS Marketplace. Please reach out to support@cloudimg.co.uk if any issues
are encountered following this user guide for the chosen product offering.

2.)Access & Security

Please update the security group of the target instance to allow the below ports and
protocols for access and connectivity.

| Protocol | Type | Port | Description |
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RDP TCP 3389 Remote Desktop Access

3.)System Requirements

The minimum system requirements for the chosen product offering can be found below

Minimum CPU Minimum RAM Required Disk Space
1 1GB 30GB

4.) Connecting to the Instance

Once launched in the Amazon EC2 Service, please connect to the instance via an RDP client
using the Administrator user. Please allow the EC2 Instance to pass 2/2 status checks before
connecting via RDP to allow the system enough time to complete the boot process.

To obtain the randomly generate password on boot for the Administrator user, please
follow the below steps in the AWS Console.

Log into the Target AWS Account > Select the region of which was chosen to host the newly
launched cloudimg AMI

aws I services | Q S re [Option+S] ® 4 ® Nvignav cloudimg ¥
(6]
Console Home i Reset to default layout + Add widgets
i Recently visited info H i Welcome to AWS
@ EC2 VPC Getting started with AWS [2
V4 -
@ s3 Cloudshell 9 . Fearn th? fundamentals and find valuable
information to get the most out of AWS.
AWS Cost Explorer AWS Application Migration Service
AWS Marketplace Subscriptions Service Catalog N Training and certification [4
:@ Learn from AWS experts and advance your
Systems Manager CloudTrail I skills and knowledge.
@ Elastic Kubernetes Service IAM
= vt What's new with AWS? [2
o \ .
AWS Budgets EC2 image Builder @ Discover new AWS services, features, and
Regions.
View all services
i AWS Health info g i Cost and usage info
Open issues Current month costs Top costs for current month
0 Past 7 days $ 55.04 @ EC2 - Other $40.90
Scheduled changes Forecasted month end costs Tax $9.17
0 Upcoming and past 7 days $1 03 .38 Up 5% over last month @ Amazon Simple Storage Service $3.20

Feedback  Looking for language selection? Find it in the new Unified Settings [} ©2022, Amazon Web Services, Inc. o its affiliates.  Privacy  Terms  Cookie preferences
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Select EC2

& 4 O

N.Virginia ¥ cloudimg ¥

Console Home

@ New EC2 Experience %

Tell us what you think

EC2 Dashboard
EC2 Global View
Events
Tags
Limits

V¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

v Images
AMIs

AMI Catalog

<4

Elastic Block Store
Volumes
Snapshots

[t

Resources

EC2 Global view [

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:

Instances (running) 1 Dedicated Hosts
Instances 1 Key pairs
Placement groups 0 Security groups
Volumes 1

0 ElasticIPs 0
12 Load balancers 0
2 Snapshots 863

Account attributes

Supported platforms [4
« VPC

Default VPC [4
vpc-07e0f3e58d8ba1a40

Settings
EBS encryption
Zones

EC2 Serial Console

Launch instance
To get started, launch an Amazon EC2 instance, which is
a virtual server in the cloud.

Note: Your instances will launch in the US East (N.
Virginia) Region

Scheduled events

Services

@ New EC2 Experience X

Tell us what you think

EC2 Dashboard
EC2 Global View
Events

Tags

Limits

<

Instances

Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

¥ Images
AMIs

AMI Catalog

4

Elastic Block Store
Volumes

Snapshots

Feedback

Service health

AWS Health Dashboard [2

Region
US East (N. Virginia)

Status
@ This service is operating normally

Zones
Zone name Zone ID
us-east-1a usel-azé

© 2022, Amazon Web Services, Inc. or

Default credit specification

Console experiments

Explore AWS

Get Up to 40% Better Price Performance

T4g instances deliver the best price performance
for burstable general purpose workloads in
Amazon EC2. Learn more [4

Save up to 90% on EC2 with Spot Instances
Optimize price-performance by combining EC2
purchase options in a single EC2 ASG. Learn
more [

cloudimg ¥

Instances (1/1) info Connect ‘ ‘ Instance state v | [ Actions & ] Launch instances -
Q Connect 1 &
Instance state = running ‘ X [ Clear filters VSR SIS
Manage instance state
Name v Instance ID Instance s Status check
Instance settings | |
cloudimg-windows-server i-0ea3766b9c1bc59ec @© Runnin . @ 2/2 checks pz
Networking » -
Change security groups ‘ Security > ‘
Get Windows password Image and templates >

Instance: i-0ea3766b9c1bc59ec (cloudimg-windows-server)

Details Security Networking Storage

¥ Instance summary Info
Instance ID
i-0ea3766b9c1bc59ec (cloudimg-windows-server)

IPv6 address

Hostname type
IP name: ip-172-31-88-88.ec2.internal

Answer private resource DNS name

Auto-assigned IP address
54.89.238.46 [Public IP]

Modify IAM role

Status checks Monitoring Tags

Public IPv4 address
54.89.238.46 | open address [4

Instance state
@© Running

Private IP DNS name (IPv4 only)
ip-172-31-88-88.ec2.internal

Instance type
t3.medium

VPCID
vpc-07e0f3e58d8bala40 [4

Search for the newly launched EC2 Instance
Select the Radio button above for the instance
Click Actions > Security > Get Windows password
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Monitor and troubleshoot > @& X

Private IPv4 addresses
172.31.88.88

Public IPv4 DNS
ec2-54-89-238-46.compute-1.amazonaws.com
open address [4

Elastic IP addresses

AWS Compute Optimizer finding
@ Opt-in to AWS Compute Optimizer for recommenda
tions.

| Learn more [2

cloudimg

(+44) 02045382725
3rd Floor 86-90 Paul Street London EC2A 4NE
support@cloudimg.co.uk
https://cloudimg.co.uk



Services Q . cloudimg v

1]

EG2 Instances i-0ea3766b9c1bc59ec Get Windows password

Get Windows password info
Retrieve and decrypt the initial Windows administrator password for this instance.

To decrypt the password, you will need your key pair for this instance.

@ Key pair associated with this instance
cloudimg

Browse to your key pair:

@ cloudimg.pem
1.678KB

Or copy and paste the contents of the key pair below:

----- BEGIN RSA PRIVATE KEY-----
MIIEpAIBAAKCAQEALjjeMJIROzxxzVyjrZAv8CMadpuT2sCgqB5zpqk5GMBsIPAE
ZuTwl1SmbnuxH5IS3Hy9GGMEX5w2gT1xgOM+dmtsPOnWaUH68qthmc069EfWkzbb
KOen3PA+Tx+dI6KUYEtnAwidDWkdIvI0SOQx74CWjZgwFpSPVGBBrY 1utTjSBAbr
553jlywgppXiP7rdpfpc5UMQ9kho/RadPyy6Kf+gjPLRO/tIWM5wJilPeollrWDk
LXV9piEk692vTM5FrYovn7QQM8DXRQML4440ipe5C6nDwIsBIX+WKZUKEITF5E0+
/idD7wpa9aGsjV3TS304gX/QM3ycT4h8ldb6zQIDAQABAOIBAGOiclruKjlvaWHC
d5SdNDj/WKblplCD5tRF4kKMYLXR8M2Jrz57i30l/OKIK27xtfJtGg/Noct)ZNwB

4

Cancel Decrypt password

Feedback  Looking for language selection? Find it in the new Unified Settings [ ©2022, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences

Click Browse and upload the key pair selected during the launch of the EC2 instance from

the AWS Marketplace.
Click Decrypt password

Services | Q. Search for services, features, Optio B3 4 ® NvViginav  cloudimg v

EC2 Instances i-0ea3766b9c1bc59ec Get Windows password

Get Windows password info

Retrieve and decrypt the initial Windows administrator password for this instance.

We recommend that you change your default password. Note: If a default password is changed, it cannot

@ Password change recommended
be retrieved using this tool. It is important that you change your password to one that you will remember.

You can use the following information to connect to your Windows instance using Remote Desktop.

Private IP address
172.31.88.88

User name

Administrator

Password
3 C@*jM%3$qPIS)$UCAI3nZo.vMfIHNmOzZa

Feedback  Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

The Administrator password will now appear in plain text like the above example. Take a
copy of this value and open a Remote Desktop Client Application.
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Add PC

PC name: | 54.89.238.46|

User account: | Ask when required

General Display Devices & Audio  Folders

Friendly name:

Group: | Saved PCs

Gateway: = No gateway

¥ Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

Cancel

Create a new connection and enter the IP address of the newly launched EC2 Instance. For
this example, the public IP address will be used as the server has been launched in a public
subnet. Use the private IP address where applicable for your environment if you have a
private connection into the AWS VPC of which hosts the EC2 Instance. These Private
connections often take the form of a VPN connection.

Click Add

Once added, double click the connection profile created in the above step, you will be
prompted for a username & password. Enter the below values.

Enter Your User Account

This user account will be used to connect to 54.89.238.46
(remote PC).

Username: Administrator

Password: ©00000000000000000000000600000000

Show password

Cancel Continue

Username: Administrator
Password: DECRYPTED VALUE RETRIEVED FROM THE ABOVE STEPS

Click Continue
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You are connecting to the RDP host "54.89.238.46". The certificate couldn't
be verified back to a root certificate. Your connection may not be secure. Do
6 you want to continue?

Show Certificate Cancel Continue

Click Continue if a pop up like the above appears.

=@ Windows Server 2012 R2

= B 2:09PM
B o = < B NG g

You have now successfully connected to the Windows Server hosted in AWS.

5.) Filesystem Configuration

Please see below for a screenshot of the server disk configuration and specific mount point
mappings for software locations.
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b /8 This PC . Vidaos
S 4 Devices and drives (1)

Local Disk (C:)

E=E S Bh W gy
6.) Server Components
Please see below for a list of installed server components.

Component Version
Docker Community Edition Latest

7.) Using System Components

Instructions can be found below for using each component of the server build mentioned in

section 7 of this user guide document.

Docker

The Docker service has been configured to start on boot via a Windows Service. You can
stop, start or check the status of the Docker service by following the below steps.

From the Windows Start Menu > Search for Services
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Search

Everywhere

Q’ Services

? Component
Windows (‘D B
Server Manager PowerShell

computer Task Manager

= £

Control Panel Intemet Explorer

Microsoft Azure
% View local

T -
]

Desktop

&

Administrative

®

Click Services

File Action View Help

L Aol (ENE] Bl >»eunwn

Services (Local) Services (Local)

Docker Engine Neme Description  Status  StartupType  Log On As ~

€ Contact Data_bbd3c Indexes con... Manual Local Syste...

s
t CoreMessaging Manages co... Running  Automatic Local Service

the service
art the service

Credential Manager Providesse.. Running  Manual Local Syste...
Cryptographic Services Providesthr.. Running Automatic  NetworkS..
CWAgent Otel Collector
Data Sharing Service

9 Docker Engine Properties (Local Computer) X
P

DataCollectionPublishingSe... T| General LogOn Recovery Dependencies
DCOM Server Process Laun... T]
Device Association Service  E|  Senvicename: RIS
Device Install Service E Displayname:  Docker Engine
Device Management Enroll... P)
Device Setup Manager g[ Descriotion
DevQuery Background Disc... E
DHCP Client R Path to executable:
Diagnostic Policy Sewvice 7| "Ci\Program Fes\Docker\dockerd exe” -nunsevice
Diagnostic Service Host (I <
Diagnostic System Host 1]
Distributed Link Tracking Cl... N
Distributed Transaction Coo... q
W Service status: Running

4

dmwappushsve
DNS Client Sop e T
%} Docker Engine
&), Downloaded Maps Manager W ;-(::\ 4;::; specify the start parameters that apply when you start the service
&) Embedded Mode 7
& Encrypting File System (EFS) P
Enterprise App Managemen... E
Extensible Authentication P... T|
Function Discovery Provide... T| Cancel
G Function Discovery Resourc... P\
€ Geolocation Service This service .. Running Manual (Trig... ~Local Syste...
Group Policy Client Theservice... Running Automatic (T... Local Syste...
Host Network Service Provides su.. Running Manual Local Syste.
{6} Human Interface Device Ser... Activates an... Manual (Trig... ~ Local Syste...
Gk HV Host Service Provides an .. Manual (Trig... ~ Local Syste...
Hyper-V Data Exchange Ser... Providesa... Manual (Trig... ~ Local Syste...
Hyper-V Guest Service Inter... Providesan ... Manual (Trig... ~ Local Syste...
G} Hyper-V Guest Shutdown S... Provides ... Manual (Trig... ~ Local Syste...

\ Extended / Standard

Search for the Service - Docker Engine> Double Click

From the above menu you can reconfigure the service to not start on boot, stop, start and
or restart the service manually.
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You can access the Docker service via the CMD programme.

Command Prompt
Desktop app

Once loaded, you can run the below command to see all the available docker command
options.

docker —-help
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